TEXHONOrMmM v MHCTPYMEHTAPWUN

NMPABOBbIE ACIMEKTDI
B NMH®O®OPMALUMMOHHOM
BOCINMTAHMN WKOI'bHNKOB

r. KMTMMOHTOBA

Kak 6ypet pa3BuBaTbCA COBpeMeHHOEe 06LeCcTBO, BO MHOrOM 3aBUCUT
OT TOr0, HACKONbKO 0HO 3(h(eKTUBHO yMeeT hopMUPOBaTh, NepepabarTbiBaTh
M UCNoNb30BaTh MH(OPMALUOHHBIE PeCYpPChbl U MPOAYKTbI... NPABOBbIM NYTEM,

C erofiHa npoceccmoHan foMKeH yMeTb paboTaTb C OrpoMHbIM 06BbEMOM MHDOP-
Mauuu, co3haBaTh CBOM MHOPMALMOHHBIA NPOJYKT, NPUHUMATL HEOOXOAUMblE
peweHuns. MHpopmMaLMOHHbIE TEXHONOTUM WWPOKO UCMONb3YIOTCA BO BCeX Cthepax
XU3HU obLecTBa.

Pacugetaer, a maBHoe, MONOAEET Takoe ABNIeHUe, KaK xakepcTo. Bospact
KOMMNbIOTEPHbIX NPECTYMNHUKOB HAa MOMEHT CoBeplieHus npectynnernusa y 33% He npe-
BblWwaeT 20 1eT — 370, KaK NPaBuIO, NOAPOCTKU-LWKONABHUKK U CTyAEeHTbl. MogpocTku-
XaKepbl N0 HE3HAHMIO, @ Yallie HaMepeHHO HapyLaloT 3aKOHO[ATeNbCTBO B Chepe MH-
thopmaLuuoHHbIX TexHonoruii. Kak nokasbiBaeT cTaTucTuKa, 98% ManoneTHUx xakepos
He 33[lyMblBalOTCS O HaKa3aHWm, Jymas, 4To pa3 OHU AOMA 32 KOMMbIOTEPOM, TO UX
HWKTO He NoMMmaer.

Yrpossl 1 3awmra

MoxHo npuBecTn maccy akToB, CBUAETENbCTBYIOLMX O TOM, YTO Yrpo3bl UH-
(hopmMaLMOHHOMY pecypcy BO3pacTaloT C KaXAbIM AHEM U MOTYT NPUBECTU HE TONBKO
K (DMHAHCOBBIM NOTEPAM, HO U K YeNOBEYECKMM XKepTBaM. 3T AenaeT BeCbMa aKTy-
ancHoi npo6nemy 3awuTsl nHpopmaummn (31), e€ nonb3osarenei, UHHOPMALUOHHBIX
PECYpCoB M KaHanoB nepefayn AaHHbIX OT NPECTYNHbIX NOCAraTeNbCTB 3/10YMbILIEH-
(18 - s3] | HUKOB. Mpo6nema 3awuTsl MHHOPMALUM CTAHOBUTCSA IUYHBIM, AENOBbIM U HALMOHANb-

Vnpasnewne | HbIM MPUOPUTETOM U B TOM UM MHOW Mepe 3aTparuBaeT KaX/oro YneHa oblecTsa.

W NpoeKTMpoBaHue

A MoaroToBka

iEE “ 06yyatb nonb3oBatenei B 3TOM HaNpaBAeHUN — OfjHA U3 NPUOPUTETHBIX 3afauy
"""""""""""""" rocygapcrea. MNocnefHee Bpems By3bl aKTUBHO rOTOBAT CMeLManuUCToB B o6nactu 3a-
WNTbI I/IHCbOpMaLI,VIVI, HO BCE Yyauie cpeau yqéHbIX M nefaroroB-npakTMKoB nogHMMaeT-
sl BONPOC 0 TOM, 4TO NOATOTOBKA B chepe MHHDOPMALMOHHOM Be30nacHOCTH JOMKHA
BbICTPAUBATbCA MO BCEM YPOBHAM CUCTEMbl 06pa30BaHus, @ OCHOBbI HEOBXOAMMO 3a-
KNagblBaTb B OCHOBHOM U CpefHeM (MosHOM) o6Llem obpa3oBaHuu.

HecmoTpsi Ha NOHMMaHME BAXHOCTU MOATOTOBKM WKONLHUKOB B Chepe 3aluThbl
WHGOPMALMK, B MPOrpaMMax 4OBY30BCKOTO (LWKObHOMO, CPEAHErO CMeLManbHoro)
06pa3oBaHus ITOT BONPOC elwd Masno paspaboTaH. AHanu3 UCTOYHUKOB NO3BONAET
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MPABOBBLIE ACMEKTHbI
B MH®OPMALUWMOHHOM BOCMNUTAHWNUW WKONbHWKOB

BbIJENIUTb NPOTUBOPEYUS MEX/Y MHOXKECTBOM COBPEMEHHbIX CPEACTB 3aLMUThl UH-
(hopMaLMM U OTCYTCTBMEM Y WIKONbHUKOB HABLIKOB PaboThl C HUMMK (KpOMe nporpamm
AHTUBUPYCHOI 3alLMTHI), @ TAKXKE MEXIY 3HAUEHUEM YMEHUS WKONbHUKOB U CTyAeH-
TOB 3aWUWATh UHGOPMALUIO OT HECAHKLMOHUPOBAHHOMO JOCTYNA U parMeHTanbHbIM
npejcTaBieHUEM ITOr0 pas3fena B yuebHbIX NporpamMmax no MHGOpMaTuKe.

VYyebHbIif Kypc

B wkonax Hawero roposa Tpu rofa npoxoauT anpobaumto Kypc «0CHOBbI 3alWuThI
nHdopmaLuu u uHdopmaLnoHHoit besonacHoctuy. Kypc npenogaércs B 10-x uau
11-x KNnaccax Kak 3NeKTUBHbIN N0 BbIGOPY MM Kak 0653aTeNbHbIN B Knaccax
MH(OPMALNOHHO-TEXHONOTUYECKOTO Npoduns, yryonas U paclunpss TeopeTUyeckue
3HaHus, BblpabaTbiBas NPaKTUYECKUE HABbIKM PaboThl C COBPEMEHHBIMU MPOrpaMMHO-
annapaTtHbIMU CpefCcTBaMK 3aLUTbI.

OcHoBHble pa3fenbl kypca: «OCHOBHbIE NOHATUSA, 0bwWwue npobaembl UHbOPMaLH-
OHHOW 6e30nacHOCTUY; «Yrpo3bl MHOPMALUOHHON 6€30MaCHOCTY B KOMMbIOTEPHbIX
cucTemax»; «0cHoBbI npaBoBOro obecneyeHus MHCbOpMaLLVIOHHOVI 6G3OI'IaCHOCTI/I>>,'
«0becneyeHne MHDOPMaLMOHHON Ge3onacHocTU. CTaHAapTbI»; «MeTofbl U cpeacTBa
3alnThbl VIH(bOpMaLLVII/I»; «KOMI‘II:}OTeprIe BUPYCbl N aHTUBUPYCHAA 3alnTa».

N3y4yeHne ocHOB MH(OPMALMOHHOI 6€30MacHOCTM B WKONE NpecneayeT ABe
Lenu: 06pa3oBaTeNbHy0 U NparmMatuyeckylo: 06pasoBaTe/ibHas 3aK04aeTcs B 0CBO-
eHUM yyawummncs GyHAaMeHTaNbHbIX MOHATHIA Kypca, NparMaTuyeckas — B 0TpaboT-
Ke MpaKTUYeCKUX YMEHUI N HABbIKOB.

BBepeHue

TeopeTuyecKas 4acTb Kypca no3BosET PacMpUTb U YIybUTL NOHATUIAHYIO
coctaBnsiolyto. OCHOBHblE MOHATUA Ha 3Tane 88edeHUs B KyPC — «MH(OPMALUAY,
«MH(OPMALMOHHbIE TEXHOOTUMY, KUH(DOPMALUOHHAN CUCTEMAY, KUH(DOPMALMOHHbI
pecypcy, «MH(DOPMALMOHHbIE BOMHbI», pPbIHOK UH(DOPMaLUUY, «KMHDOPMALMOHHAS
£€30MacHOCTbY, «3alUMTa UHDOPMALUNUY, KOOBEKT U NpeAMeT 3aluThi». BeogHble
NOHATUS JAIOT BO3MOXHOCTb CO3/aTh MOTUBALMOHHbIE YCTAHOBKU A5 OBNAAEHUS
TEOPETUYECKUM MaTepUaoM, 3aUHTEpeCcOBaTh NpefcTaBaeHHoil npobnemoii. Crapue-
KNaCCHUKM JOKHbI MOHATb, YTO BONPOCHI 3aLMThl MHQOPMALMM BaXKHbI U A8 KaX[0-
ro 4enoBeka, U Ans o6LecTBa U rocyfapcTBa.

Yepo3si uHgopmayuoHHol 6e3onacHocmu 8 KOMNbIOMeEPHbLIX cucmMeMax

PaboTas Ha KOMNbloTepe, HOYTOYKe, HETOYKe, MNAHIETE U T.4., NONb30BaTeNb
He [lyMaeT 0 TOM, YTO MOXET YrpoXarb MHHOPMALIMK, XPAHALWENCA Ha AAHHbIX YCTPONA-
cTBax. MIMeHHO 3TU TeMbl NO3BONAIOT PACKPLITL NOHATUE «yrpo3bl MB», noapo6HO
paccMOTpeTh KNAaCcCUMUKALMIO U XapaKTep Yrpos, a Takxe UX NOCNeAcTBus. Yrpo3ssbl
MOTYT ObITb CIYYANHBIMU U NPEAHAMEPEHHBIMU, BHEWHUMU U BHYTPEHHUMU, CTUXNiA-
HbIMU U UCKYCCTBEHHBIMU.

OcHosbl npagosozo obecneyeHus uHgpopmayuoHHol 6esonacHocmu

N3y4yeHne HOpPM 1 NPaBUA 3alUTHI MHPOPMALUN — YaCTb UHDOPMALUOHHOM
Ky/JbTypbl COBPEMEHHOTO NO/b30BaTENs KOMMbloTepoM. O6LECTBO NoKa B NOHOM
Mepe He paccMaTpuBaeT MHGOPMaLMIO Kak 06BEKT 3aLUTbl C NPABOBOM TOYUKM
3peHus, O{HAKO 3aKOHO[ATENbCTBO B Ccepe 3almTel MHQOpMaLMK B nocneHee
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BpeMs aKTUBHO (opMupyeTcs. B pamkax Kypca usyyaem 3akoHbl «06 3NEKTPOH-

HOM Undposoit nognucuy (N21-03 ot 10.01.02 r.), «0 nuMUeH3UPOBaHUM OT-
LeNbHbIX BUAOB gesTensHocTUy (N2128-03 o1 01.08.2001 r.), «0 6e30nacHocTU»
(N°2446-1 ot 05.03.1992 r.), «06 uHdopMaLnL, UHHOPMALMOHHBIX TEXHONOTUAX

u 3awmte uHdopmayuuy (N2149-93 ot 27.07.06 r.), «06 uHdopmaumu, uHdopma-
TM3aumumn 1 3awute uHdopmaummy (N224-03 ot 25.01.1995 r.), «0 nepcoHanbHbIx
paHHbix» (N2152-03 o1 27.07.06 r.). locynapcTBeHHas nonutuka PO B chepe npaso-
BOro obecneyeHus, KOHCTUTYLMOHHbIE U NPABOBLIE HOPMbI B 06M1acTH MHOPMALU-
OHHOW 6e30MacHOCTH, TOCYAAPCTBEHHAS, KOMMepYecKas, CykebHasn u NuYHas TaiiHa,
KOH(UAEHUMaNbHAA UH(OPMALMA — 3TO OCHOBHbIE BOMPOCH NPAaBOBOrO 06yYeHus.
He meHee BaXHbl BONPOCHI OTBETCTBEHHOCTY 3a HapylUeHWe 3aKOHOAATENbCTBA U Ha-
Ka3aHWs 3a NpecTynneHus B chepe KOMNbIOTEPHbIX TeXHONOMMiA. LLIKONbHUKM 3HaKO-
MATCA C KNaccuduKaLmein U XapakTepucTUKaMm KOMNbIOTEPHBIX MPECTYNNEHUIA.

MeTopabl u CpeacCTBa 3aWKUThI MH(.bOpMaI.I,VIVI

MaBHas 3afiaya 3TOro pasfena — nparmaruyeckas: BbipaboTKa NpaKTUYeCKUX
HaBbIKOB PaboTbl C annapaTHbLIMU U MPOrPaMMHBIMU CPEACTBAMM COBPEMEHHbIX KOM-
NblOTEPOB N0 0becneyeHuto 6@30NacHOCTU.

Cnabyto NpaKTUYECKYO NOATOTOBKY U HU3KOE KayeCTBO MH(OPMaLMOHHON noja-
rOTOBKM, B TOM 4ucie U B 06nacT nHGopMaLMOHHOK 6e30nacHOCTH, 0bLeit Macchl
BbIMYCKHMKOB LWKOJ OTMEYaloT MHOrWe uccnegosareni. Moatomy mMbl 06patunu oco-
60e BHMMAHME Ha OTPABOTKY NPaKTUUYECKMX HAaBbIKOB OpraHu3aLumu ayonnpoBanus
MH(OpPMaLMM M 6e30MacHOr0 BOCCTAHOBEHUS, 3aLLUTbl MHGOPMALUM B KOMMbIOTEp-
HbIX CUCTEMAX OT HECAHKLMOHUPOBAHHOMO A0OCTYNA.

NpeHTMdUKaLMIO N ayTEHTUUKALMIO CYMTAIOT NEPBOIt NMHUEH 06OPOHbI NpK 3a-
wute nHbopMaLmmn Ha KomnbloTepe. [pakTUYecKn Bce CpefCcTBa 3aWmUThl pacCYUTaHbl
Ha 06CNyXMUBaAHUE, @ AEHTUDUKALMUSA U ayTeHTUDUKALMSA PacCyuTaHbl Ha NPOBEPKY
NOJJIMHHOCTM Nob30BaTeNs. B 0CHOBHOM Ha Nonb30BaTeNbCKUX KOMNbIOTEPAX UC-
nonb3yeTca NapofbHas MaeHTUdMKALNA 1 ayTeHTUDMKaLMA, NO3TOMY CTaplieknacc-
HUKOB C/leflyeT Hay4yuTb NpaBMaaMm CO3[aHMA U 3aMeHbl Naponel, pasrpaHuyeHus
nosnb3oBatesiell, 0GHOBNEHNUS NPOrPaMMHOr0 obecneyeHus.

Mpu 06yyeHUn MHDOpPMaTUKe B cTapluimx (MPOdUAbHLIX) Knaccax CpefHen
LWKOJIbl BAXXHO HAy4MTb Y4aLUXCA UCMONb30BATh HABOP COBPEMEHHBIX U AOCTYMHbIX
ANA KaX[LOro MeTOf0B U CPeAcTB 3awmuTbl. OTMETUM BO3POCLINIA MHTEPEC K U3YYEHUIO
NporpamMMHON M annapaTHoii cocTaBnstowei 3aWmuTsl MHbopmauumn. Bcé bonbuwe
nosb30BaTesieil NOHUMAIOT, YTO TOIBKO MaposibHas AOCTYNHOCTL He obecneynBaeT He-
00X0AMMOr0 YPOBHA HAAEKHOCTYU 3alLUTLI. PLIHOK NpeanoxeHuii B aToi obnactu pa-
CTET, @ HaBbIKOB PaboThl C TAKUM BMAOM 3alLUTHI Y COBPEMEHHBIX NOJIb30BaTENEN HET.

[ins opraHu3aumu obyyeHns Mbl COTPYLHUYAEM C Kaeapoil INEKTPOHUKHN Tene-
KOMMYHUKALMIA U KOMMNbIOTEPHBIX TEXHONOTUI JIUNELKOro nefarornyeckoro YHUBepCH-
TeTa U y4eOHbIM LLeHTPOM KOMNaHWUU CPeACTB 3awuThl Hdopmaumu. Ncnonb3yem npo-
rpammHele cpeactea: ViPNet OFFICE — nporpammHoe oGecneyeHune gas BUPTyabHbIX
3awmiwénHbIx ceteit (VPN), koTopoe obecneunBaeT 3aluLLEHHYIO Cpeay nepesayu
LaHHbIX, B TOM yncne npu nomowwm MHTepHeTa; npefHasHayeH oas Ucnonb3oBaHuMsA
B HeOO/IbLWIKX NOKANbHbIX U pacnpefenéHHbix IP-ceTax, obecneynBaeT 3alnEHHYIO
paboTy yaanéHHbIX Noab30BaTeNei ¢ No6bIM TUMOM NoAktoYeHNs K ceTu NHTepHeT;
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ViPNet Client (KnueHT) — nporpaMMHbIit KOMNIEKC, BLINONHAIOWMIA Ha paboyem me-
CTe nonb3oBarens unu cepsepe ¢ npuknagHeim MO dyHkuumu VPN-KknneHTa, nepcoHane-
HOTO 3KpaHa, KN1eHTa 3alMIEHHON NOYTOBOM CUCTEMDI, @ TaKXKe KpUnTonpoBaigepa
ANA NPUKNAAHBIX NPOrpamMM, UCMONb3YIOWMNX DYHKLMM NOJNUCHK U WNHPOBAHUA; NPO-
rpammy ViPNet feHepartop naponeil, npeaHa3HauyeHHy0 AN CO3LaHMA IETKO 3ano-
MUHaeMbIX CyyaiiHblX Naponeit Ha OCHOBE NapoNbHbIX PPa3 U cayyaiHbIX LUdpPoBbIX
naponeii. K 3Tum n gpyrum nporpaMmHbelM NPOAYKTaM npepnaraem 3afaHua ans otpa-
OOTKM NPAKTUYECKUX YMEHMUI U HABbIKOB 3aWUTbl UH(OPMALIMK.

Kpuntorpacgus

WNHTepec K U3y4yeHUIo 3TOr0 HanpaBneHUs NOATBEPKAAETCA MHOXKECTBOM yyacT-
HUKOB MeXpernoHanbHoi oNMMNUagbl WKONbHUKOB N0 MaTeMaTuKe U Kpuntorpatbum.
C 1991 r. UHcTUTYT KpUnTOrpadum, cBasn u uHdopmatnuku Akagemun ®Chb Poccum
NPOBOAMUT EXErofHble 0AMMNUaAbl N0 Kpuntorpaduu u matematuke ans 8—11-x knac-
cos. Opranusaropsl onumnuaabl: Akagemus kpuntorpaduu Poccun, Akapemus ®Cb
Poccuu, yyebHo-meToanyeckoe obbeanHeHNe By30B Poccun no 06pasoBaHuio B 06-
nacTu uHdopMauuoHHoi 6e30nacHOCTU. IT ONMMNMAABI BbI3bIBAIOT 6OJIbLON UHTE-
pec y WKONbHUKOB HEOOBIYHOCTbLIO CBOETO XaHpa M eXerofjHo cobupaloT HeCKONbKO
COTeH yyacTHUKOB 13 Mocksbl, [lofMOCKOBbA 1 Apyrux pernoHos Poccuu.

CraplweknaccHuKku nebepAHCKMUX WKOA NOCIEAHNE HECKONBKO NET NPUHUMANK
yyacTue B 3a04HOM Type 3TOW onuMnuagbl. TemaTuka npeanaraembix 3afay BecbMa
pa3HoobpasHa: UCNoNb3yloTCA 3afjayu, B KOTOPbIX 3aTParMBalTCA AOCTAaTOYHO Npo-
ABUHYTblE pa3fesibl COBpEMeHHON Kpuntorpaduu, Takue Kak Wudpbl C OTKPBITHIM
KNl4oM 1 KpunTorpacduyeckume npoTokonbl. Bo3HMK LIMKN 3@y, OTHOCALMXCA CKO-
pee k 061acTu 3aWwuTbl UHbOPMALUK, YeM COBCTBEHHO K KpuUnTorpadum.

B cBOEM Kypce Mbl TakxKe yaensem 60/blioe BHUMaHWe KpunTorpaduyeckum
MeToAaM 3awuTel UHbopmMaumn. OCHOBHbIE NOHATUA — KKPUNTONOTUAY, KKPUNTOrpa-
busay, «<kpunToaHanus». PaccmatpuBaeTcs CUMMETPUYHOE U aCUMMETPUYHOE WKnd-
poBaHwMe. B npakTUyecKoil YacTu Mbl 3HAKOMUM CTapLIEKNACCHUKOB ¢ paboToi cpep-
cTBa KpunTorpaduueckoii 3awmntsl nHdopmauum (CK3N) «ViPNet CSP», koTopsiii
npefHasHayeH Ans GOpMUPOBAHMA Knloyeil WN(DPOBAHMA U 3NEKTPOHHOI NoANMCH,
WWUPOBAHMA U UMUTO3ALNTHI AAHHBIX, 0BECNeYeHNs LIeNOCTHOCTU U MOATUHHOCTY
uHdopmaunu. CK3U «ViPNet CSP» moxeT ncnonb3zosarbes hU3MYecKUMU MLAMK
npu BCTpauBaHWUM B NpuknagHoe nporpammHoe obecneyenue (MN0), obecneynsaer
XpaHeHue u 06paboTKy nepcoHanbHbIX AaHHbIX, KOHQUAEHLWUANbHO U ApYroi WH-
topmaumu, obecneunsaer o6MeH 3Toil UHbopMaLmeit. [TporpamMma Takxke no3sonser
M3y4YnTb BO3MOXKHOCTM paboThl C INEKTPOHHOI LU POBOI NoANUCHIO.

UHTepHet

Bcé 6onblue 1 6onblie Noab3oBaTeNen COBPEMEHHbIX KOMMbIOTEPHbLIX YCTPOICTB
UCNONb3YIOT UX ANA BbIxofa B MIHTepHeT. be3onacHocTb B CeTH, 3alnTa 3NEKTPOHHOIA
MoYTbl, CNam, 3alMTa OT HexenatenbHOW MHhOpMaLMM — 3To BONpockl, KoTopele 80%
CTaplieKNacCHUKOB He paccMaTpUBalOT C TOYKM 3peHus besonacHocTu. 3agaya Hale-
ro Kypca — AaTb 3HaHUS, NPAKTUYECKMUE YMEHUSA U HABBIKM PaboTbl B 3TOM UHbOpPMa-
LLMOHHOM NpPOCTPaHCTBE.
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KOMI'IbIOTeprIe BUPYCbl U AHTUBUPYCHAA 3alLUTa

MoHATHO, Y4TO 3TO BOCTPeOOBaHHas, Hanbonee JOCTYNHAs U Yalle BCEro UCMONb-
3yemas CTOpPOHa 3aluTbl MHPOPMALMKM Y COBPEMEHHbIX Nonb3oBaTeneil. [porpamma
Halero Kypca no3BOSET U3y4nTb KnaccudbuKaLumio KOMNbIOTEPHbIX BUPYCOB U Bpe-
LOHOCHbIX NPOrpamM, METOAbI U CPeacTBa 60PbObLI C HUMMU, CNOCOOLI NPOPUNAKTUKM
3apaeHus BUpYCaMu KOMMbIOTEPHBIX CUCTEM U NOPAAOK feiCTBUI nonb3oBatenei
B CJlyyae 3apaxeHus.

CoBpeMeHHOE aHTUBMpPYCHOE NporpaMMHoe obecneyeHne B OCHOBHOM paspaba-
TbIBAeTCA A1 OnepaLuoHHbIX cuctem cemeitcta Windows komnanum Microsoft. Mpu-
YMHA — MHOXECTBO BPEOHOCHbIX MPOrpaMMm, pa3paboTaHHbIX MMEHHO nog, 3Ty naar-
topmy. OpHako ceronHs pas3pabartbiBaloTcs NPOAYKTHI U ANA APYTUX ONepaLMOHHbIX
CUCTEM, aKTUBHO pa3pabaTbiBalOTCA W BLIXOAAT HA PLIHOK NiaThopMbl A1t MOOUIbHBIX
VYCTPOMCTB.

06yueHue

[lnf HaWMX WKONLHUKOB OPraHN30BaHbl IEKLMOHHbIE U NPAKTUYECKME 3aAHATUA:
pebsTa 3HAKOMATCA C TEOPETUYECKUM MATEPMANOM, B TOM YNC/IE B UHTEPAKTUBHOM
pexume B MHTEpHETe, KOTOPLI NO3BONAET 06ECNEeYnTD LIeNIOCTHOE NpefcTaBieHue
06 nHhopMaLMoHHON 6e30MacHOCTH, NOHATHITHOM annapate. LUkonbHUKK onpeae-
NAIOT, YEM OTANYAIOTCA MOHATUA «MHDOPMALMOHHARA 6E30MACHOCTbY U «3alnTa
uHhOopMaLMK; 4To 0603HAYAIOT TaKMe KaTeropum MHHOPMALMM, KaK «KKOHDUAEHLM-
aNbHOCTbY, «LOCTYMHOCTbY, KLENOCTHOCTbY; 3HAKOMATCA C KPYroM JeATeNbHOCTH ro-
CYAAPCTBEHHBIX OPraHoB, obecneynsanLyux MHHOPMAaLMOHHYIO 6e30NacHOCTb.

MpakTuyeckune paboTbl OpraHM3oBaHbl B POPME KKPYMIIbIX CTONOBY», MUHU-
KOH(MepeHUMA, NPaKTMKYMOB, 3alLNUThl NPOEKTOB, KOHMepeHUuil. [TpakTuyeckue
3aHATUA NOCBALEHbl 06ecneyeHmnio nHHOpPMaLMOHHON 6€30NacHOCTU B pa3ny-
HbIX €€ HanpaB/IeHNAX, YTO NO3BONAET OPMEHTMPOBATDL YUAILNXCA HA CAMOCTORA-
TebHYI0 TBOPYECKYIO AEATENbHOCTb, CBA3AHHYIO C AaNbHENWMUM NPOdecCuoHanb-
HbIM BbIGOpPOM. PaGoTa yyalmnxca uMeet MHAUBUAYANbHBINA, TPYNMNOBOMA U NapHbIil
xapakrep.

Tak, Hanpumep, B paMKax «KpYmioro CToa» Ha ypoke 06CyaaloT npobnems! 3a-

(18 - 53 | WATb MHDOPMALUM HA Pa3HbIX YPOBHAX: NEPCOHANLHOM (AOMALIHUIA KOMMbIOTED UK

Vnpasnenve | JINYHAS MHGDOPMALMA), NPEANPUATUS UM OPraHm3auuu, rocyaapcrea. 06cyams atot

v npoekTposakne | gonpoc, YYaCTHUKM NPULLIM K BbIBOAY, YTO ANs obecneyeHns 6e30nacHOCTU Ha No6oM

4— YpOBHe TpebyeTca onpeaensTb MHMOPMALMOHHbIE U TEXHUYECKUE PECYPCHI, YA3BUMOCTb
‘ U PUCKM, BbISBAATb BO3MOXHbIE YIPO3bl U KaHasbl yTeUKN UHDOPMALMK; BbIOUPATL
66 “ CpeacTBa eé 3aWmThl U KOHTponsA. BCE 310 B KOMNeKce MOXHO Ha3BaTb NONIUTUKON
""""""""""""" 6e3onacHocTu.

Ha muHu-koHdbepeHumn «locynapcTeHHble opraHbl PO, koHTponupylowme ges-
TENbHOCTb B cepe 3awuThl MHHOPMALUMY WKONbHUKK, CAMOCTOATENBHO COOpaB Ma-
Tepuas, 3HaKOMAT CBOMX OJHOKIACCHUKOB CO CTPYKTYpoii U paboToit CoBeTa besonac-
HocTu Poccuu, PefepanbHblx cnyxb TeXHUYECKOro U 3kcnopTHoro koHTpons (PCTIK
Poccuu), 6esonacHocTn PO (BCB Poccuu), oxpael PO (PCO Poccun), PepepansHoii
cny%6bl No Hap3opy B cthepe CBA3M, MHHOPMALMOHHBIX TEXHONOTUIA U MACCOBbIX KOM-
MyHUKaLunii (PockomHagzop).

BocnutatenbHas pabotas wkone 02/14




r. KNUMOHTOBA

MPABOBbLIE ACMEKTHbI
B MH®OPMALUWMOHHOM BOCMNUTAHWNUW WKONbHWKOB

MpoekTbl

LIkoNbHUKM BLINONHAKT UHAUBUAYANbHbIE U(MAK) FPYNNOBbIE UCCNef0BATENb-
CKWe NpoeKTbl. [ns cucTemMatnsaumm pe3ynsTaToB UCCIeA0BaTeNbCKOM AeATENbHOCTH
MCNONb3YIOT yMeHUs paboTaTb ¢ MH(OpMaLMeit pa3HOro Buaa: TEKCTOBOW, rpatm-
yeckon, uncnosoii, Buaeo. OTYETLI 0 CBOEN AeATENbHOCTH yyalimeca 0hopMAALoT,
UCNONb3ys COBPEMeHHble NHAOPMALMOHHbLIE TEXHONOMUU U NPOrpaMMHbIE NMPOJYKTHI.
(®opMmamMu npefcTaBNeHUs Pe3yNbTaTOB CTAHOBATCS [OKNAAbl, TE3UCHI, BYKNETHI, CTpa-
HUYKM CalTOB, rasetsl, anbbombl. C 2010 rosa NPOBOAUM MEXKIIKONbHYI0 yYeHNYe-
CKyI0 KoHdepeHLuio «[Tonck u TBopyecTBo» Ha b6ase cpeaHelt wkonbl N3 r. Jlebens-
Hu Jluneukoit o6nactu, rae pebsata NpefCTaBAAOT CBOM UCCAeA0BaTENbCKUE PaboThl:
«WcTopusa 3awutel nHdopMaumuy, «MporpamMmmbl 3awuTel MHGOpPMaLUKUy, «lepcoHanb-
Hble AaHHble», «locyfapcTBeHHas TaliHa», «McTopus pa3sutus kpuntorpadumu» u T.4.
PebsTa 3aWMILAIOT NPOEKTbI, FOTOBAT Ny6AMKALMM HA WKONBHOM CailTe, BO BPeMs
npe3eHTaLMit NPeaCcTaBASAIOT Leu, 3a8a4u, rMnoTesy UCCaea0BaTeNbCKOro NPOeKTa;
PacKpbIBaOT NPUEMBI, NPU NOMOLLM KOTOPBIX COBUpancs, obpabatbiBancs, cuctema-
TU3WPOBAJICH, CTPYKTYPUPOBANCSA MATEPUaAN M NONYYEH KOHEYHbI pe3ynbTaT; AeMOH-
CTPUPYIOT 3HAHUA U YMEHMS, PACCKA3bIBAIOT O TPYAHOCTAX M Npobnemax.

Pe3ynbTaTMBHOCTb Kypca

ConepaHne 0CHOBHbIX KOMNOHEHTOB MH(OPMALMOHHOI NOAFOTOBKM C YYETOM
TpeboBaHmMit MHHOPMaLMOHHON Be30nacHOCTM GOPMUPYET CO3HATENLHOE BOCTPUATUE
nonb3oBarefeM COBPEMEHHbIX MH(OPMALMOHHBIX M KOMMYHUKALMOHHBIX TEXHONOTUIA;
packpbiBaeT npobiembl MHGOPMaLMOHHON Be30MacHOCTU U 3aLmUTLl UHGDOPMALIUMK B KOM-
NbIOTEPHBIX CUCTEMAX; AAET BO3MOXHOCTb OLLEHUTb TPYAHOCTY, OPMUPYET YMEHUSA U Ha-
BbIKM 0becneyeHus uHbopmaumoHHoi GesonacHocTu. Kypc [aéT Kaxaomy WKONbHUKY
BO3MOXHOCTb NOAYYUTb HEOOXOANUMBIN HABOP 3HAHMI, YMEHUIA U HaBbIKOB, 0becneyn-
BalolLMX COOCTBEHHYIO MH(OPMALMOHHYI0 6e30MacHOCTb; BbIGUPATL NPOdeccHio, B TOM
Yncne cBA3aHHYI0 C MHOPMaLMOHHON 6e30MacHOCTbIO. [Ins OLEHKU Pe3ynbTaTMBHOCTY
U3y4eHnA Kypca NpoBenu TeCTMpoBaHMe, aHKETUPOBaHKE U onpockl. 95% ONpPOLIEHHbIX
BbICOKO OLIEHU/IU BAXKHOCTb U aKTyaNbHOCTb Kypca, 90% OTMETUAM, YTO NPUOOPETEHHbIE
HaBbIKM PabOTbI C NPOrPaMMHbLIMU CPeACTBaMU NOMOTaloT 06ecneymnTb 3aWnTy UHGOp-
Mauuu B LOMALHMX ycnoBuAX; 50% 3aABUAM, YTO NOJTyYEHHbIe 3HAHWA NOMOMKN onpeje-
NUTbCA ¢ Byayuwei npodeccueit. 74% ONpOLIEHHbIX yYUTENE OTMETUAN NOBbILIEHNE
MHTEpeca K npegMeTy nocie nabopaTtopHoro npakTMkyma no TexHonorum ViPNet.

OTBeTbl yunTenei n yyalwmxca noATBEPKAAIOT CBOEBPEMEHHOCTb, aKTyalbHOCTb
1 HeoBXOLMMOCTb 3TOr0 Kypca; ofoOpeHue NoayYuIn U METOAUYECKUE pa3paboTKu
K Hemy: [lunnom 3a MeTOAMYeCcKyI0 pa3paboTKy 3aHATUSA INEKTUBHOIO Kypca «3aluTa
uHtopMaLum n MHhopMaLMoHHas 6e30nacHoCTb Ha TeMy «MexceTeBoe 3KpaHUpo-
BaHue» (2011 r.); BTOpoe MeCTo B MeXAyHapofHOM KoHKypce «lpoteccuoHanbi»

B HOMUHALMN «INEKTUBHBIN Kypc Ans yyauwmxca 10-11-x knaccoB» ¢ pa3paboTkoii
kypca «3awuTta uHdopmauumu 1 nHbopmaLmoHHas 6esonacHocTby (2012 r.); BTopoe
MECTO B 3TOM KOHKYpCe B HOMUHauuu «llpe3eHTauumn BO BHEYPOUHOII ieATeNbHO-
CTW» C pa3paboTKoit 3aHATUA Ha TeMy «[paBoBoe obecneyeHne MHPOPMALUOHHO
6e3onacHocTuy» (2012 r.). I.H. KnumoHToBa cTana nobegutenem Bcepoccuiickoro
KOHKYpCa Hay4HO-MHHOBALMOHHbIX Nefarornyeckux paspaborok «besonacHoctb

B MIHTepHeTe», NpoBOAMMOro komnaHuen «Poctenekom», B HoMUHauUumM «Jlyywas pas-
paboTka ans cpegHeit wkonbl» (2013 r.).
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